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Kaspersky Embedded Systems Security



Kaspersky Embedded Systems Security

» designed for protection of ATMs and POS, as well as other devices running
Microsoft Windows

» protects devices with a limited RAM size (256 MB and more) and limited free
hard disk space (100 MB and more)

» will never require a reboot!”

* ESS will not require a reboot, but a reboot can be required from Windows Installer
or previously installed AV solutions to release drivers K ASPERSKYﬁ



Kaspersky Embedded Systems Security

» can be managed by
— Kaspersky Embedded Systems Security Console (local/remote)
— Command-line

— Kaspersky Security Center plugin

» requires no/limited network/internet connectivity

— works with weak connection channels

KASPER§K Y2



Kaspersky Embedded Systems Security Features

Features

— Real-time file protection

— On-demand anti-virus scan

— Kaspersky Security Network services integration
— Applications Launch Control

— Device Control
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Supported Operating Systems

Windows XP Embedded x86 SP3

Windows Embedded POSReady 2009 x86

Windows Embedded Standard/Enterprise 7 SP1 x86/x64
Windows Embedded POSReady 7 x86/x64

Windows Embedded 8.0 Standard x86/x64

Windows Embedded 8.1 Industry Professional/Enterprise x86/x64
Windows Embedded 8.1 Professional x86/x64

Windows XP x86 SP2/SP3

Windows 7 Professional/Enterprise SP1 x86/x64
Windows 8 Professional/Enterprise x86/x64

Windows 8.1 Professional/Enterprise x86/x64

Windows 10 Professional/Enterprise x86/x64

Windows 10 loT Enterprise x86/x64
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RAM Requirements

» 256 MB to install the Applications Launch Control component only on the
computer under Microsoft® Windows® XP Embedded / Windows XP /
Windows Embedded POSReady 2009

» 512 MB to perform full installation of all components on the computer under
32-bit Microsoft Windows XP Embedded / Windows XP / Windows Embedded
POSReady 2009

» 1 GB to perform full installation of all components on the computer under
other 32-bit Microsoft Windows OS

» 2 GB to perform full installation of all components on the computer under
different types of the 64-bit Microsoft Windows OS
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Kaspersky Security Console

File  Action View Help

= H| > =

P4 Kaspersky Embedded Systems Security
S| 0 Real-Time Protection

0 Real-Time File Protection

&Y K5N Usage
= E Computer Control

[ Applications Launch Control

Eﬂ Rule Generator for Applications Launch Control

Device Control
Rule Generator for Device Control
[l ‘@, On-Demand Scan
Q Scan at Operating System Startup
Q, Critical Areas Sean
Q, Quarantine Scan
Q Application Integrity Control
= C) Update
Database Update
Software Modules Update
Copying Updates
Rollback of Application Database Update
= E Storages

H Quarantine
H Backup
=] Logs
System audit log
Task logs
§ Licensing

Kaspersky Embedded Systems Security 1.1.0.104

KASPERSKY S

Protection

Control

Real-Time File Protection: Running Applications Launch Control: Running
Detected: i} Operation mode: Statistics Only
KEN Usage: Running Applications launches denied:
Untrusted conclusions: 0 Average processing time {ms):
Critical Areas Scan Device control: Running
Last scan date: 5/30/2016 6:02:30 AM Operation mode: Statistics Only
Quarantined objects: 0 Devices blocked:
Space used: [i]
Backed up objects: 0
Space used: 1]
Update

Database status:

Database release date:
Mumber of database records:

Status of the latest completed
Database Update task:

Mumber of module updates available:

Mumber of module updates installed:

Expiration date: 4/25/2017

Application database is up to date

5/30/2016 8:46:00 AM (UTC)

7516100

Completed

1]
1}

Application properties

Connect to another computer




Kaspersky Embedded Systems Security

» Light install package
- ~65MB

— does not include Anti-Virus protection

|| ess_light.kud

ﬁ_."?'r! es5_xod.msi

ﬁ! es5_x30.msi

E klcfginst.exe

|| license. bt

E setup.exe

KLID File

Windows Installer P...
Windows Installer P...

Application
TXT File

Application

5/17/2016 1:01 AM
5/17/2016 1:10 AM
5/17/2016 1:10 AM
5/17/2016 1:10 AM
2/24/2016 8:33 AM
5/17/2016 1:10 AM

10 KB
31,944 KB
29,640 KB
4,152 KB
24KB

457 KB

ii-.‘!rl' Kaspersky Embedded Systems Security Setup Wizard - =] x| |

%

Custom installation

Select the software components you want to install,

{g NE- —Descripton ————
- Component providing core

e =3 - | KSN Usage application functionality.

o (= v | Device Contral

- =0 = | Command Line Utility

e — Al Performance Counters

- (=) | Kaspersky Embedded Systems Security Tcon
- =3 = | Integration with Kaspersky Security Center

Size
Component requires 26MB on
the local hard drive.
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Kaspersky Embedded Systems Security Default Deny

Default Deny only installation mode

— low system requirements (>= 256MB RAM)

— low traffic consumption (no regular AV updates)

— no internet connection required

— Executable files, DLLs, drivers

— Hash sum check, digital certificate check, destination check

— Optional 2-layer check for black-/whitelisted applications with Kaspersky Security
Network
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Kaspersky Embedded Systems Security

i'-;{'l' Kaspersky Embedded Systems Security Setup Wizard M =i

Custom installation
Select the software components you want to install. K
-

—Description

» Full install package
- ~155MB

— includes all components

Component providing core
application functionality.

......... = ~ | K5M Usage

— Most components are optional - S9| Anti-irus Protection

i (=0 = | On-Demand Scan

o =0 = | RealTime File Protection
......... (=) - | Device Control

--------- (=3 - | Command Line Utility

--------- g Performance Counters

--------- = ~ | Kaspersky Embedded Systems Security Icon
--------- = ~ | Integration with Kaspersky Security Center

» Applications Launch Control not

—Size
Component requires 26MB on
the local hard drive.

|| bases.cab CAE File 5/17/2016 12:55 AM 95,120 KB
|| ess.kud KLID File 5172016 1:01 AM 10 KE
ﬁ'_:}! ess_xa4.msi Windows Installer P...  5/17/2016 1:09 AM 31,940 KB
. . Reset < Back | Mext = | Cancel |
75 ess_xa6.msi Windows Installer P...  5/17/2016 1:09 AM 29,636 KB
E klcfginst.exe Application 5/17/2016 1;10 AM 4,152 KB
|| license. twt TXT File 2/24/2016 8:33 AM 24 KB
Q
E setup.exe Application 5/17/2016 1:10 AM 456 KB KAs PE Rs I(Y_U




PCI DSS 3.1 mapping

» 5.1 Deploy antivirus software on all systems commonly affected by malicious
software (particularly personal computers and servers).

» 5.1.1 Ensure that antivirus programs are capable of detecting, removing, and
protecting against all known types of malicious software.

» 5.2 Ensure that all antivirus mechanisms are maintained as follows:
— kept current
— perform periodic scans
— generate audit logs which are retained per PCI DSS Requirement 10.7.

» 5.3 Ensure that antivirus mechanisms are actively running and cannot be disabled
or altered by users, unless specifically authorized by management on a case-by-
case basis for a limited time period.
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Real-time File Protection

Kaspersky Embedded Systems Security _[Ofx

» based on signature s

eep| A o [H]> =

. .
[
a n d h e u rl Stl CS =] K(;s%:t:TrEn:bP?:::dﬁzzmms e Real-Time File Protection

&5 KSN Usage
" E Computer Control
» scans files and NTFS |z & oz Managener 2 o
" . g Storages Task status: Running : IE_SPZ::%:::?
streams. If a file is sH S e f—
. Start time: 4/25/2016 5:00:18 AM mad Refresh
recognized to be Coma v o

infected the file will m— p—

b e p ro Ce S S e d Schedule: At application launch Name I Value I
Mext start: At application launch Detected 1
" Infected and other objects detected 1
a CCO rd I n to th e (Objects protection mode: On access and modification Probably infected objects detected 0
Use heuristic analyzer: yes Objects not disinfected 1
Heuristic analysis level: Medium Objects not moved to quarantine Q
H Apply Trusted Zone: yes Objects not removed 1]
Se I n g S Use KSN services: yes Objects not scanned 1}
- List hosts showing malicious activity as untrusted: no Objects not backed up i}
Protection scope: Processing errors 10
My Computer, Security level: recommended Objects disinfected 0
Moved to quarantine 1]
Moved to Backup 1
Objects removed 1
Password-protected objects 1]
Corrupted objects a
Objects processed 2206

Configure protection scope Properties




On-Demand Anti-Virus Scan

» scans specified areas
for viruses and other
computer security
threats. The
application scans
files, the RAM of the
protected device, and
autorun objects.

Help

Kaspersky Embedded Systems Security N =] E3

Ele
€= 5 |Ec @[> =0

P4 Kaspersky Embedded Systems Security
Real-Time Protection

Computer Control

= Q, on-Demand Scan

Q, Critical Areas 5can
Q Quarantine Scan
Q Application Integrity Control
Update
Storages
Logs
ﬁ Licensing

Scan at Operating Systern Startup

Management | 4] Properties
= Export sethings
Task status: Completed {100%) % Import settings
Start
Start time: 4/25/2016 5:00:18 AM ==l Refresh
Open task log 2 Help
Properties Statistics
Schedule: At application launch Name Vaie
Next start: At application launch Detected 1}
Infected and other objects detected o
Use heuristic analyzer: yes Probably infected objects detected 1}
Heuristic analysis level: Medium Objects not disinfected a
Execution mode: normal Objects not moved to quarantine ]
[Apply Trusted Zone: yes Objects not removed 1]
Consider task as critical areas scan: no Objects not scanned 1]
Use KSM services: yes Objects not backed up o
Scan scope: ) Processing errors 0
Local hard drl\_:es <Boot sectors and MBR. only =, Secum_:y level: custom Objects disinfected 0
Removable drives <Boot sectors and MBR only >, Security level: custom "
Syate 5 level: ded Moved to quarantine 1]
ystem memary, Security level: recommende Moved to Backup o
Objects removed 1]
Password-protected objects a
Corrupted objects o
Objects processed 3838

Configure scan scope Properties




Kaspersky Security Network Services Integration

= Kaspersky Embedded Systems Security

I ] E3

» increases protection  [= =

Lo A A ERERN 7 R

tasks efficacy by the  [f&z=mm=—=r

0 Eal—'l'lme File Protection KN Ussge
means of Kaspersky o,
Q, On-Demand Scan Management (@) Properties
H Update Iopertes
Security Network B ipe - -
] . Licensing Stop Pause
cloud services, which oy

Open task log

conclusions regarding | -
potential security o St

Schedule: Mot specified

Name |_value |
d a n e rS a re ba Se d O n Next start: Undefined File requests sent 2064

Untrusted condusions receives d 1

k5N Statement accepted: ves Request sending errors 1]

[Action to perform on infected and other objects: remaove Objects removed '}

a S e rS a u - O - Limit size of scan objects: do not calculate chedksum to send to KSN if file size Moved to Backup 1
EEEEE ds 2 MB Objects not removed 1

Use KSM Proxy service tno Objects not backed up 1]

d ate d ata . kSN service: Global Ksh

Properties




Kaspersky Security Network Services Integration

» used by Real-Time
File protection, On-
Demand Scan and
Applications Launch
Control

= Kaspersky Embedded Systems Security
Hle Help

I ] E3

Lo A A ERERN 7 R

P4 Kaspersky Embedded Systems Security
= 0 Real-Time Protection
0 Real-Time File Protection

Usage
E Computer Contral
Q, on-Demand Scan

Q Update

FJ Logs - Running

KSN Usage

Management

| 4] Properties

= Export settinas

Task name: I KSM Usage

Statistics Events | Options |

Events in total: 1

| Event

KSM rating I Object | Event time

0 Cbject detected: Untrusted software UDS:DangerousObject. Multi.Generic - untrusted

C:\Users\John\Downloads\AVS_CLEAMASN_BAD.exe  4/25/2016 7:28:14 AM

€
E

Export... Fitr | Refresh |

Close




Applications Launch Control

» allows or denies the
execution of
executable files,
scripts, MSI
packages, driver
loading and DLL
modules loading via
defined applications
launch control rules.

Hle Help
Lo A A ERERN 7 R

Kaspersky Embedded Systems Security N =] E3

P4 Kaspersky Embedded Systems Security
Real-Time Protection
Computer Control

=)

%, Rule Generator for Applications Launch Control
@ Device Control
%, Rule Generator for Device Control
Q, on-Demand Scan
Update
Storages
=] Logs
E System audit log

Task logs
@ Licensing

Applications Launch Control

Management | 4] Properties
= Export settings
Task status: Running 4. Import settinas
Stop
Start time: 4{25/2016 6:42:21 AM = Refresh
Open task log 2 Heo
Properties Statistics
Schedule: Mot specified N I Vaie
Next start: Undefined Blocked 1
Allowed 4
Task mode: apply rules Processing errors ) Q
Maintain previous start settings for applications launch contral: yes Average file run processing time {ms) 37

[Apply rules to executable files: ves

[Monitor DLL modules loading: no

Apply rules to scripts and MSI packages: yes

Deny applications untrusted by KSM: no

Allow applications trusted by KSN: no

Users and / or user groups allowed to run applications trusted by KSN: Everyone
Rules in total: 30

Rules for executable files: 23

Rules for scripts and MSI packages: 7

Applications Launch Control rules Properties




Applications Launch Control

» allows or denies the
execution of
executable files,
scripts, MSI
packages, driver
loading and DLL
modules loading via
defined applications
launch control rules.

= Kaspersky Embedded Systems Security

Hle Help

Lo A A ERERN 7 R

P4 Kaspersky Embedded Systems Security

Real-Time Protection

= Computer Control
! is Launch Control

al

BN ator for Applications Launch Control
@ Device Control
%, Rule Generator for Device Control

Q, on-Demand Scan

Update

Storages

= [ Logs
E System audit log

Task logs
@ Licensing

[4 Task settings

General IScheduIe Advanoedl

r~ Task mode

¥ Maintain previous start settings for applications launch contral

r~Rules usage scope
[+ Apply rules to executable files

™ Monitor loading of DLL modules
¥ Apply rules to scripts and MSI packages

—K5M Usage
™ Deny applications untrusted by KSN
I allow applications trusted by KSN

Users and [ or user groups allowed to run applications trusted by KSN:

I Everyone Edit

Monitoring the DLL modules loading may affect your operating system
l . performance.

Cancel

Essing time {ms)




Applications Launch Control

» allows creation of
rules manually

= Kaspersky Embedded Systems Security o =] E3

File Help

Lo A A ERERN 7 R

P4 Kaspersky Embedded Systems Security
E Real-Time Protection Applications Launch Contral

=)

Computer Control

%, Rule Generator for Applications Launch Control
@ Device Control Management [4] Properties

Applications Launch Control rules

Search: I
Add... | Remove Selected Show rules for the file | Export to a file |
Rules in total: 30,
Type |Rulename |Users |Tngg‘ eﬁggaiher...ladusimsl Scope | Generation met... |A
Allowing EMBEDDEDSTD7: 7z.exe Everyone SHA256 hash Mo Executable files  Generated auto...
Allowing EMBEDDEDSTD7: 7zFM.exe Everyone SHAZ256 hash Mo Executable files  Generated auto...

Allowing EMBEDDEDSTD7: 72G.exe Everyone SHAZ56 hash Mo Executable fles  Generated auto...

Allowing EMBEDDEDSTD7:Microsoft{R) Connection Manager signed by O=MICROSOFT CORPORATION, L=REDM... Ewveryone Digital certificate Mo Executable files  Generated auto...
Allowing EMBEDDEDSTDT: signed by O=YMWARE, INC., L=PALO ALTO, S=CALIFORNIA, C=US Everyone Digital certificate Mo Executable files  Generated auto...
Allowing EMBEDDEDSTD7:preinstalinf.exe Everyone SHAZ256 hash Mo Executable fles  Generated auto...
Allowing EMBEDDEDSTD7:softehdicfg.exe Ewveryone SHAZ256 hash Mo Executable files  Generated auto...
Allowing EMBEDDEDSTD7:Windows® Internet Explorer signed by O=MICROSOFT CORPORATION, L=REDMOMD...  Everyone Digital certificate Mo Executable files  Generated auto...

Allowing EMBEDDEDSTD spersky Embedded Systems Security signed by O=KASPERSKY LAB, L=MOSCOW, 5...  Everyone Digital certificate. Mo Executable files  Generated auto...
Allowing EMBEDDEDSTD7:MSS C5 signed by O=DEVGLRU CO LTD, L=GEUMCHEON-GU, S=SEOLL, C=KR. Everyone Digital certificate Mo Executable fles  Generated auto...
Allowing EMBEDDEDSTD7:SAMSUNG USE Drivers for Mobile Phones signed by O=3AMSUNG ELECTROMICS CO., L... Ewveryone Digital certificate Mo Executable files  Generated auto...
Allowing EMBEDDEDSTD7:rvmSetup.exe Everyone SHAZ256 hash Mo Executable files  Generated auto...
Alowing EMBEDDEDSTD7:TPAutoConnect signed by O=CORTADO AG, L=BERLIN, 5=BERLIN, C=DE Ewveryone Digital certificate Mo Executable files  Generated auto...
Allowing EMBEDDEDSTD7:VGAUthCLL exe Everyone SHAZ256 hash Mo Executable files  Generated auto...
Allowing EMBEDDEDSTD7:VGAuthService.exe Everyone SHAZ256 hash Mo Executable files  Generated auto...
Allowing EMBEDDEDSTD7:VMwareAlizsImport.exe Everyone SHAZ256 hash Mo Executable files  Generated auto... —J
Allowing EMBEDDEDSTD7:Microsoft® .NET Framework signed by O=MICROSOFT CORPORATION, L=REDMOND,... Ewveryone Digital certificate Mo Executable files  Generated auto...
Allowing EMBEDDEDSTD7:dfsvc.ni.exe Everyone SHAZ256 hash Mo Executable files  Generated auto...
Allowing EMBEDDEDSTD7:PresentationFontCache.ni.exe Ewveryone SHAZ256 hash Mo Executable files  Generated auto...
Allowing EMBEDDEDSTD?: signed by O=MICROSOFT CORPORATION, L=REDMOND, S=WASHINGTOM, C=US Everyone Digital certificate Mo Scriptsand M...  Generated auto...
Allowing EMBEDDEDSTD?: signed by O=MICROSOFT CORPORATION, L=REDMOND, S=WASHINGTON, C=US Everyone Digital certificate Mo Scriptsand M...  Generated auto...
Allowing EMBEDDEDSTD?: signed by O=KASPERSKY LAB, L=MOSCOW, $=MOSCOW CITY, C=RU Everyone Digital certificate Mo Scriptsand M...  Generated auto...
allrnina  FMAFNNENSTNT:S4=hah msi Fusriunns SHA DA hash M Srrints and M Generated aiitn LI

Wt = ==




Applications Launch Control

Kaspersky Embedded Systems Security N =] E3
Help

allows creation of

Hle e
=B J]r =

P4 Kaspersky Embedded Systems Security
E Real-Time Protection
=]

rules manually or
automatically by

Rule Generator for Applications Launch Control
Computer Control

@ Applications Launch Control

N
(&) Device Control Management [4] Properties
- %, Rule Generator for Device Control
meaning of Rule Q oo o
Task status: Completed (100%) 4 Import settings
Update
Storages Start
G e n e rato r ta S k Logs Start time: 4/25/2016 6:41:02 AM = Refresh
- ﬁ Licensing 9 Help
Open task log .
Properties Statistics
Schedule: Mot specified Name I Vaie I
Next start: Undefined Files processed 819
Rules based on digital certificate 16
Prefix for rule names: EMBECDEDSTD: Rules based on SHA256 hash 14
Generate rules for running applications: yes Rules based on path to a file 1}
Process files from the following folders: Rule generation errors 1]
c:\Program Files

Files: executables

s \Windows

Files: executables, MSI packages, scripts
Generate rule based on settings: digital certificate
Require strict compliance with digital certificate: yes
If those settings are missing, use: SHA256 hash
Generate rules for user or group: Everyone

Principle of adding: merge with existing rules

Upon task completion, add rules to the Applications Launch Control rules list: yes




Applications Launch Control

» denies application execution if not
allowed explicitly, so called whitelisting —

@Ov| 4+ = John - Downloads

Organize *  Indudeinlibrary +  Share with +  Mew folder

e Desktop ;I
FOF
4. Downloads
ir Favorites /k"
Links UPS_invoice_
# 3466, pdf.ex

@) Local Settings &

C\Users\John\Downloads\UPS_invoice 3466.pdf.exe
(@] Vll'ind_cm!s cannot access ﬂje spedfied device, path, or file. You may not have the appropriate
Sl permissions to access the item.
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Device Control

= Kaspersky Embedded Systems Security N =] E3

» allows or denies s

Lo A A ERERN 7 R

u S ag e Of m a S S Kgﬂi’:gi“;ﬁ:‘::fﬂifmms e Device Control
= Computer Control

storages connected to | ZEumerii o
@ Device Contro Management (@) Properties
I fou |
protected computer sqotmniin . —

8 Update g 4 Import settings

via USB. External e -
devices control is
based on the allowing Propertes p—

Schedule: At application launch

| |
ru I eS a n d D efa u I t MNext start: At application launch F::sr:smragss denied \:m

Mass storages allowed o

Open task log 2 Helo

Task mode: apply default deny

Allow using all mass storages when the Device Control task is not running: no
el ly eC I lO Ogy Allowing rules: 1
.

Device Control rules Properties




Device Control

» allows or denies
usage of mass
storages connected to
protected computer
via USB. External
devices control is
based on the allowing
rules and Default
Deny technology.

= Kaspersky Embedded Systems Security

Hle Help

I ] E3

Lo A A ERERN 7 R

P4 Kaspersky Embedded Systems Security
Q Real-Time Protection

r_] Logs - Running

Device Control

Task name: I Device Control

Statistics Events | Options |

Events in total: 2

| Event | Manufacturer (VID) | Controller type ... | Serial number

0 Mass storage restricted  Generic
ﬂ Mass storage allowed Kingston

| Device instance path

| Event time

Mass Storage E1387C23 USE\VID_058FSPID_6387\E 1387023

DataTraveler G2~ 001CCO7CEBSBF011491411AF  USBWID_09518PID_1624\001CCO7CERSEFO11...

4[25/2016 7:48:05 AM
4/25/2016 8:10:43 AM

Generate rules based on events

Export...

Filter

| Refiesn |

Close




Device Control

» controls the following USB mass storages connections:

» Flash drives

» CD ROM drives
» Floppy drives
» MTP devices*

» Identifies trusted devices by
— exact match of InstancelD

— Use of masks by VID\PID

* Device Control task scope includes MTP-connected mass storages, if a protected computer works

under OS Microsoft Windows 7 or higher. Kaspersky Embedded Systems Security controls MTP-

connected mass storages on a protected computer under OS Microsoft Windows XP, if the driver setups KASPERS Kv.g
class GUID value for external devices that is identical to a standart Windows driver GUID value L=



Device Contro

Kaspersky Embedded Systems Security N =] E3

» allows generating e _teo

x| H|r =

a | | OWi n g ru Ie S by Wi Kaspersky Embedded Systems Security

E Real-Time Protection Rule Generator for Device Control

= Computer Control
H @ Applications Launch Control
l I le a n I n g O u e % Rule Generator for Applications Launch Control
@ Device Contral Management [4] Properties
‘%, Rule Generator for Device Control
enerator tas = O Onomnaisan i
- Undate Task status: Completed (100%) 4 Import settings
8 Storages Start
B EIQS it Start time: 4/25/2016 10:14:50 AM = Refresh
System audit log 4 Hel
Task logs Open task log s
Q Licensing
Properties Statistics
Schedule: Mot specified Name I Vaie I
Next start: Undefined Rules generated 2
Rule generation errors 0

Add allowing rules to the Device Control rules list: yes
Principle of adding: merge with existing rules

Properties




Device Control

. = Kaspersky Embedded Systems Security s EmEp
» allows generating

4= $| 7 ‘ | 50 F_] Task settings
a | |0Wi ng ru IeS by ¥ Kaspersky Embedded Systems Security [ General | schedule | Advanced | Runas |
Real-Time Protecti
_ 8 o e ‘I
meaning of Rule g | R
Device Control
k ‘8, Rule Generator for Device Control Pn'n_cipl_e of Merge with existing rules j s
Generator task. = Q orserenisar e g i =
8 Storages I™ | Export allowingReplace existing rules
= [F Logs Merge with ex
Al | . | b [ System auditlog I¥ | Ao cormput e e e e
> owing ruies can pe Tskioge
@ Licensing I Brawse, .. |
added/replaced and I
merged =
errors S

0K I Cancel




Device Control

» prohibits Windows to
assign a drive letter to
a device if it's not
allowed.

USB Mass Storage Device Properties

Mice and other pointing devices
- Monitors
+]- ¥ Network adapters

Processors

Generic USB Hub

Microsaft USE 2.0 Host Controller Simulator
Standard Enhanced PCI to USB Host Controller
Standard Universal PCI to USE Host Controller
USE Composite Device

USE Mass Storage Device

USE Mass Storage Device






